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Abstract
One of the more prominent trends within Industry 4.0 is the
drive to employ Robotic Process Automation (RPA), espe-
cially as one of the elements of the Lean approach. The full
implementation of RPA is riddled with challenges relating
both to the reality of everyday business operations, from
SMEs to SSCs and beyond, and the social effects of the
changing job market. To successfully address these points
there is a need to develop a solution that would adjust to
the existing business operations and at the same time lower
the negative social impact of the automation process.
To achieve these goals we propose a hybrid, human-centered
approach to the development of software robots. This de-
sign and implementation method combines the Living Lab
approach with empowerment through participatory design
to kick-start the co-development and co-maintenance of hy-
brid software robots which, supported by variety of AI meth-
ods and tools, including interactive and collaborative ML
in the cloud, transform menial job posts into higher-skilled
positions, allowing former employees to stay on as robot
co-designers and maintainers, i.e. as co-programmers who
supervise the machine learning processes with the use of
tailored high-level RPA Domain Specific Languages (DSLs)
to adjust the functioning of the robots and maintain opera-
tional flexibility.
Author Keywords
robotic process automation; RPA, software robots; partic-
ipatory design; co-programming; Industry 4.0; Living Lab;
interactive and collaborative machine learning
CCS Concepts
•Social and professional topics → Automation; Comput-
ing occupations; •Applied computing → Business pro-
cess management; Business-IT alignment; Command and
control; •Computing methodologies→ Supervised learn-
ing; Machine learning; •Software and its engineering →
Software design techniques; •Human-centered computing
→ Participatory design;
ACM Classification Keywords
K.4.3 [Organizational Impacts]: Automation, CSCW, Em-
ployment; H.5.2 [User Interfaces]: User-Centered Design
Key Challenges to
Software Automation
Technical:
• Costly and tedious maintenance
• Multiple input data formats
• Keeping paper documentation
• Low quality of existing data
Organizational:
• Lack of clear processes
• Multiple fragmentary solutions
• Unique legacy software
Socioeconomic:
• Loss of job posts
• Lack of awareness of RPA
Introduction
As Economy 4.0 is firmly upon us the digitization and mech-
anization of business processes is increasing in all indus-
tries. Thus, to stay competitive it is no longer enough to
optimize and simplify processes but there is a need to sup-
port them with automation, especially if they are repetitive,
predictable and mostly digital.
Within Industry 4.0 there exists a prominent trend to employ
Robotic Process Automation (RPA) especially as one of the
elements of the Lean approach. To follow it companies of-
ten need to adjust the industry processes to the limitations
of bulky, automated, often rule-based, IT systems and the
format and structure of the input and output data required.
Apart from the need to transform the business operations,
there is also the negative impact this shift may have on the
job market within a given industry, as the target job posts
are fully reduced due to automation.
To achieve these goals we propose a hybrid, human-centered
approach to the development of software robots. This de-
sign and implementation method combines the Living Lab
approach[7, 6] with empowerment through participatory
design to kick-start the co-development of hybrid software
robots which, supported by variety of AI methods and tools,
including interactive and collaborative ML[8], transform me-
nial job posts into higher-skilled positions, allowing some of
the former employees to stay on as robot co-programmers
and co-maintainers who supervise machine learning and
use pseudo-code to adjust the functioning of the robots
to maintain operational flexibility. We believe that this ap-
proach will provide a relatively low-cost and user-friendly
RPA implementation and sustainable maintenance solution.
Challenges to the Implementation of Automated
Processes
The use of Robotic Process Automation is on the rise through-
out the Western economies as the automation it offers can
solve one of the largest business challenges of today: the
need to process increasingly larger amount of data.
However, this method of automation itself since its inception
has faced multiple challenges which still remain relevant.
They are concentrated in three key areas depicted in the
sidebar note related to technical, organizational and socioe-
conomic aspects.
Technical challenge
Many rule-based robots are difficult to scale because the
rules are written by hand. Moreover, they are difficult to
maintain to remain flexible, given the varied format and
structure of the data to be processed, which often includes
e-mails, web forms, faxes, scans of paper documents, phone
calls or even financial or sensor data. Moreover, some out-
put documents still need to be produced in paper and sent
out to clients. Data already present in the current systems
is often of poor quality in general, or for automation as it
lacks tags and division by categories; on top of this it may
be outdated and based on old regulations, checks and pro-
cesses which makes it difficult to use machine learning to
properly train neural networks.
Benefits of the Hybrid
Approach
1. Flexibility and Participa-
tory Maintenance : AI and
ML-Powered design allows for
automation is derived from the
patterns taught by employees in
a Living Lab environment, who
in turn learn how to facilitate this
process.
2. Adjustment to Existing Busi-
ness Processes: This ensures
lower entry barrier than classic
BPA with process re-engineering.
The businesses can retain their
current practices, supplementing
human work with RPAs where
possible, which means that the
entry barrier is lower, as this so-
lution is cheaper than BPA with
process re-engineering and seam-
less, allowing for continuity of
operation.
3. Empowerment: Some em-
ployees who used to perform
low-skilled jobs instead of being
displaced, become co-creators
and co-maintainers of the soft-
ware robots.
Organizational challenge
In multiple companies the existing business processes rely
on complex chains of manufacturing involving multiple ap-
proval steps, contractors, clients and convoluted internal
procedures. Such companies often use legacy software,
which was developed with the rise of new business needs.
These custom solutions are often rule-based and main-
tained by different external contractors. Such software can
be fragmentary in nature as different processes are seg-
mented into different software solutions, which often are
not compatible with either the current standards, or even
one another and can only be maintained through constant
patching. When automation is delivered with RPA solutions,
they are often neither intuitive nor user-friendly, and prone
to errors. At the same time, multiple organizations lack suf-
ficient knowledge about their own business processes, es-
pecially on handling exceptions and allowing for shortcuts
and bypasses to effectively build such robots on their own.
Socioeconomic challenge
The implementation of automation with software robots is
connected to ethical dilemmas as it is often followed by re-
structuring and massive loss of job posts[3]. This general
awareness is one of the barriers to automation, as the man-
aging staff and employees are aware of the associated risks
and benefits, but have limited knowledge of how to mitigate
them.
Discussion of the Proposed Solutions
The three problem areas discussed above can be directly
addressed by a shift in thinking about Robotic Process Au-
tomation from a purely algorithmic IT perspective to the
HCI one. Ultimately, RPA can become a human-centered
endeavor as software robots relieve employees of tedious
repetitive tasks, allowing them to increase their compe-
tences and build value in other areas. Thus, below we dis-
cuss the proposed solutions.
Distributed and Crowdsourced Machine Learning Approach
This postulate coresponds with the novel interactive and
collaborative apprach to machine learning[8]. In particular
we think that the use of neural networks to expand the func-
tionality of software robots can ensure that various input
and output data is efficiently handled, including audio and
images. This process ought to be supported by empow-
ered employees, who can verify the quality of the input and
output data retrived and analysed by various ML tools and
techniques [10, 11], including correct OCR-tagging, han-
dling exceptions and rare cases. This process should be
supported by state-of-the-art technology based on our ad-
vanced research on eyetracking methods and techniques[2,
1]. Finally, the employees from co-maintainers of the so-
lution can become co-designers and co-programmers, as
they learn to modify the pseudo-code responsible for the
functioning of the software robot they oversee.
Supplementation of Existing Solutions
The use of software robots which directly emulate the jobs
of specific human employees allows the companies to
continue to use their time-tested business processes and
legacy software. Moreover, the central platform for RPA and
the high level language tailored to the crafted RPA Domain
Specific Language are easier to maintain, and will remain
up to date, including the cloud-based Machine Learning
and Neural Network components employed in the above-
mentined interactive and collaborative mode[8]. The 1:1
mapping of the human tasks and the involvement of current
employees as co-programmers ensures the continuity of
business operations as exceptions can be handled on the
fly by internal staff.
Employee Empowerment through Participation
The implementation of software robots need not be followed
by massive layoffs. Based on our previous advances in
participatory design and co-design[5, 4], Living Lab activ-
ities[5] and higher level crowdsourcing solutions coupled
with cloud-based collaborative solutions for quality assur-
ance, also in ML[9], we postulate that, according to the prin-
ciples of Participatory Design, employees who work in the
target capacity of the robots can be the best co-designers
and co-maintainers. Through their empowerment via par-
ticipation in Living Labs and training they are motivated to
increase their competences and learn how to efficiently
perform their job of supervisors of machine learning and hy-
brid RPA high-level DLS programmers. Through this their
jobs are transformed from menial to skilled, and their time is
freed to work on more challenging aspects of the business.
A Holistic Solution: The Hybrid Approach
Thus, we propose the creation of a software platform and
hardware setup that would allow employees to participate
in the development and maintenance of software robots
supported by various AI-powered solutions, including neu-
ral networks and interactive and collaborative machine
learning. This solution ensures business continuity as the
learning process and software robot operations are over-
seen by employees possessing the internal know-how of
the company. This platform would allow businesses to re-
tain the most motivated of their current employees while
at the same time empowering them to learn new skills of
co-maintainers and co-programmers. The implementation
process of this Hybrid Approach can consist of the following
stages:
1. Analysis of RPA penetration and potential within
the company
2. Workshops with employees to identify opportu-
nity areas
3. Living Lab approach to process analysis with
data-collection workstations
4. Participatory design of specific software robots
5. Supervised Training of AI-based solutions
6. Employee empowerment training sessions
7. Co-programming and co-maintenance of software
robots in RPA DSLs
Conclusions
As the trends in Industry 4.0 are leaning towards automa-
tion there the need to develop positive human-centered
methods. Thus, in this abstract we proposed a design ap-
proach that addresses key challenges of RPA. The method
relies on participatory design of software robots, facili-
tated by a Living Lab environment, interactive and collab-
orative AI solutions, including machine learning and neu-
ral networks whereby menial tasks are turned into high-
skilled jobs, increasing employee satisfaction and lowering
turnover usable in multiple contexts, such as for example
automatic tests, code deployment, customer service and
machine and device control.
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